
Interpretability on Sentiment 
Analysis of content related to 

Perception of Security

Facultad de Ciencias
Sede Bogotá

Luisa Fernanda Chaparro, Ph.D.

This work was funded by Bank of National Investment 
Programs and Projects, National Planning Department, 

Government of Colombia (BPIN: 2016000100036).



Facultad de Ciencias
Sede Bogotá

Motivation

The constant opinion 
monitoring on social 
networks content like 
Twitter, related to security 
issues, helps to understand 
the perception of security 
(fear of crime)
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Model
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Sentiment Analysis
• Technique that detects polarity within text, 

whether a whole document, paragraph, 
sentence, or clause.

• Fine-grained Sentiment Analysis:
• Very positive
• Positive
• Neutral
• Negative
• Very negative

• The main types of algorithms used include:
• Rule-based systems that perform sentiment 

analysis based on a set of manually crafted rules.
• Automatic systems that rely on machine learning 

techniques to learn from data.
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Data & Preprocessing
Data:
• ~2000 Tweets collected from 

Dec 2019- Apr 2020
• Previously tagged as Security 

Issues content.
Preprocessing:
• Remove links, mentions, and 

hashtags.
• Remove stopwords and accents
• Stemming
• Tokenization
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Rule-Based Approach
• Defines two lists of polarized words à Lexicon
• Counts the number of positive and negative words 

that appear in a given tweet.
• Compute the Score:
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Simple Score(Tweet) =
(# Positive words+# Negative words)

# Total words

<latexit sha1_base64="i1ZlnGDz51EdD2xt7lMq4bRD8zM="></latexit>

(1)

Polarity Score(Tweet) =

P
w2words

(Score Pos w)� (Score Neg w)

# Total words

<latexit sha1_base64="7zlXcim69QFDxpFFprJtIXAHL0c="></latexit>
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Rule-Based Approach
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ML Approach
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• Is usually modeled as a classification problem, whereby 
a classifier is fed a text and returns a category.

• Training process: 
• The model learns to associate a particular input to 

the corresponding output based on the test 
samples used for training. 

• The feature extractor transfers the text input into a 
feature vector. 

• Pairs of feature vectors and tags are fed into the 
machine learning algorithm to generate a model.

• Prediction process:
• the feature extractor is used to transform unseen 

text inputs into feature vectors. 
• These feature vectors are then fed into the model, 

which generates predicted tags.
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Feature Extraction
Bag-of-words model(BoW )
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TF-IDF model

TF-IDF evaluates how relevant a word is to a 
document in a collection of documents. 
• This is done by multiplying two metrics: 

• how many times a word appears in a 
document, 

• and the inverse document frequency of 
the word across a set of documents.
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Classifier Models
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The texts are invariant 
to the classifiers' 
methods.
Which one could 
explain better the 
Perception of 
Security?
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Interpretability - LIME

• Explained black box machine learning models.
• Interpretability model locally around the prediction 
• Determining trust in individual predictions is an important problem when the model is used for decision making 
• provide qualitative understanding between the input variables and the response 
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LIME 
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LIME 
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Multinomial Naive Bayes - LIME
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Multinomial Naive Bayes - LIME
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Discussion & Future Work
• LIME shows a good and reasonable explanation non-only for the local or the individual

analysis of the tweets, where the weights given to the principal features are as expected.

• Also, the general probability of the explanation that gives the idea of the quantification
of the database, in other words, give the quantification of the perception of security is
quite similar to the one made by the experts at the time to tag each tweet based in the
polarity of the texts.

• Analyze and interpret the results of all the texts for others classifiers with similar
performance, to determine which of them allows us to better understand and
adequately quantify the perception of security.

• Obtain the quantification of the Perception of security in time.
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Thanks!
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Backup
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