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The Problem

LLMs Fabricate Facts

Generative AI draws from probability distributions. Randomness can produce plausible-sounding but 

false statements.

Costly to Detect

Current detection requires expensive LLM judges or human review. Companies deploying millions of 

queries need something much cheaper.

Agentic AI Amplifies Risk

Agentic systems make recurrent LLM calls across platforms. A single hallucination can cascade through 

multi-step reasoning chains.



Hallucination Examples
o Plausible-sounding but false statements.

o Mata vs Avianca (2023):    making up information   

Lawyer used ChatGPT, which produced false case citations (Varghese v. China Southern Airlines)

o Monty Hall probability:  

Older LLMs cannot distinguish 

between a classical Monty Hall and

Modified Monty Hall
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Hallucination Types



Hallucination Examples

o API Hallucinations in Claude Code:   agentic AI amplifies risk

Hacker 

phantom 

package

Install

Phantom

Package!



LLMs for Math?

o Axiom => Carina Hong @ Stanford

o Scored 120/120 Putnam exam

o Beats formal verification benchmarks

o Build verification framework in Lean

o Any domain requiring provably correct
reasoning



Our Proposal:
Build a lightweight model that cheaply flags high-risk responses,

so only flagged LLM responses get elevated to expensive judges.

GPT 

5.5
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Our Proposal: Two Approaches
Build a lightweight model that cheaply flags high-risk responses,

so only flagged LLM responses get elevated to expensive judges.

Part I: Attention Head Spectrum

o Insights from numerical analysis of the attention 

mechanism of the transformer architecture.

o Compresses thousands of spectral features into a 

trainable representation. 

o But we need access to model internals.

Part II: Response Cloud Geometry

o Multiple responses per question, embedded in a 

high dimensional space ℝ384
with sentence 

embeddings

o Geometric-statistical properties of cloud of 

embeddings.

o “Graph connectedness”. 

o Works as a black box: no model internals needed.

Together they cover white-box (internal access as Llama-3.2-3B) and black-box (API only) deployment.



Data Collection Pipeline

1

Dataset: QA 

Benchmarks

→ 2

LLM: Llama-3.2-3B

→ 3

Judge: GPT-4.1-nano

→ 4

EDA, Feature 

Extraction and 

Training



Data Collection Pipeline

1

QA Benchmarks

5 datasets

500 questions each

DefAn, HaluEval, MMLU,

TriviaQA, TruthfulQA

→ 2

Llama-3.2-3B

N=1 (for Attentions)

N=20 responses per question 

(Semantic)

T=1.0, nucleus sampling

H100 GPU (Colab)

→ 3

GPT-4.1-nano LLM 

Judge

Correct / Incorrect / Refused

Per-response labels

Majority vote for q-level

Probability “y” of 

hallucination

→ 4

Collect Eigenvalues

Embeddings + 

Features

Extract Attention Heads’ 

Laplacian Spectrum

all-MiniLM-L6-v2

6 geometric features

One row per question

Final dataset: 2,500 questions × 6 features.  Ratio: 417 samples per feature.



Benchmark Datasets

Dataset Questions Difficulty Notes

DefAn 500 Hard Definitional QA, stable domains, has paraphrases

HaluEval 500 Easy Curated pairs with context provided in prompt

MMLU 500 Hard 57-subject benchmark, verbose responses

TriviaQA 500 Medium Trivia reading comprehension, balanced classes

TruthfulQA 500 Hard Adversarial misconception questions, some refusals

Key EDA findings: 

o HaluEval easiest (context in prompt). 

o MMLU was hardest (>50% threshold rarely met). 

o Distribution of correctness is bimodal across all datasets: the LLM either fails entirely or is entirely correct per each response cloud.

Refusals →(merged) label “hallucination”: 

o Refusals were sparse and did not represent a substantially different failure mode. They are merged with incorrect for the binary 

hallucination label.



1
QA Benchmarks:  

HaluEval
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QA Benchmarks:  

DefAn



2 Llama-3.2-3B

o 3 billion parameter decoder-only transformer model.

o Hugging Face API exposes internal attention head activations.

o Architecture fine-tunes efficiently on single mid-tier GPUs.

o Most importantly:

o 3B parameters require ~6GB VRAM, fitting in Google Colab's 16GB GPU.



3 LLM Judge

o Responses where the model refuses or hedges instead of answering

o Responses that are inconsistent across rephrasings of the same question (prompt misalignment).

Important decisions



P a r t  I

Hallucination Detection via

Attention Head Spectrum

Spectral features from the Transformer's internal attention matrices



Llama-3.2-3B 

Architecture

o Llama-3.2-3B (L=28, H=24)

o Author: Created by Meta's fundamental AI 

team.

o Direct read access to Attention Heads

o Open Architecture: Open weights



Attention matrix as a Graph

1. For one layer l, and head h, and a prompt of length T masked attention matrix is…

2.

3. cc



1. Out-degree of a token

2. Invariant out-degree

Numerical Analysis of the Attention



Numerical Analysis of the Laplacian

1. Laplacian of the Graph

2. Cost effective spectrum:



1. Sort each diagonal Laplacian:

2. Keep top-k largest from each head (k=10).

3. Concatenate across layers and heads.

Our feature extraction



Data Architecture



ML Pipeline



Spectral features

For Llama-3.2-3B (L=28, H=24), k=10 => 6720 features for each Hallucination example.

o 6720 raw spectral features before compression.

o Raw dimensionality is high and strongly correlated across heads and layers.

o Does hallucination leave a measurable signature in model internals?

2. PCA Compression

PCA reduces to 300-500 dimensions, concentrating useful variance and denoising.

1.  Extract



Feature Engineering and PCA

1. Without compression learning is slower and less stable.

2. PCA compresses high-dimensional, noisy, and correlated eigenvalue features 

into a compact representation.

3. Act as both denoising and simplification, not just compression.

4. Most of the variance is concentrated in low dimensions.

PCA makes the spectral signal more linearly separable.

The variance plot suggests hallucination signal is low-

dimensional after transformation.



Diagnostics and Statistical Validation

Mann-Whitney p-value Heatmap:

• The pooled dataset has the highest 

share of heads with “p<0.05”

• This means spectral differences 

between correct and hallucinated 

responses are most consistently 

detectable when datasets are 

combined.



Diagnostics and Statistical Validation

o For each rank (up to 5), plots Laplacian eigenvalue distributions 

by label: correct vs. hallucinated.

o In the figure, the strongest separation appears at low ranks, 

showing that leading eigenvalues already carry label signal.

o Hallucinated samples show broader and heavier-tailed 

distributions, consistent with more diffuse attention flow.

Eigenvalue Distribution by Label



Results

Training Pipeline: Standardize  =>    PCA  =>    Binary Classifier

Baseline: Logistic Regression

Comparisons: Linear SVM, Random Forest, AdaBoost, SGDClassifier

The best performing dataset is the combined TriviaQA and 

MMLU dataset.

The top-performing model is Logistic Regression; Linear 

SVM is very close. 

Tree ensembles underperform, suggesting that after PCA 

the signal becomes largely linearly separable, i.e. it is well 

described by a simple weighted sym.



Trains separate probe on each individual layer and compares it with the all-layer model. This reveals 

whether the signal is concentrated in a few layers or distributed across the network. The expected pattern is 

that deeper layers perform better, but the all-layer model still wins overall.



Attention Spectrum: Key Results

0.752

AUROC

Logistic Reg + PCA

(TriviaQA+MMLU)

p < 0.01

Bootstrap Test

Hallucinated samples have

higher leading eigenvalue

80.2%

Layer-Head Blocks

with significant signal

(p < 0.05, Mann-Whitney)

Cross-dataset generalization: training on MMLU+TriviaQA transfers well to NQ-Open. TruthfulQA is an outlier (adversarial 

phrasing). Deeper layers carry stronger signal, but all-layer model wins overall.

Limitation: Requires access to Transformer internals at runtime. Not available through standard APIs (OpenAI, Anthropic). This 

motivates Part II.

Key finding: combined TriviaQA + MMLU yields the best AUROC. Linear methods outperform tree ensembles.



P a r t  I I

Response Cloud Geometry
and Semantic Entropy

Black-box hallucination detection from the distribution of sampled responses



Estimate hallucination rate by over-sampling

Question from DefAn:  "What is the definition of ontology?“

# LLM Response (Llama-3.2-3B, T=1.0) Judge

1 Ontology is the branch of philosophy concerned with the nature of 
being and existence.

Correct

2 Ontology is the study of what exists, dealing with questions of being 
and reality.

Correct

3 Ontology refers to the classification of living organisms in biology. Incorrect

4 Ontology is a branch of metaphysics exploring the nature of 
existence.

Correct

... ... (16 more responses sampled at temperature 1.0) ... ...

From 20 responses: if 16 are correct and 4 are not, the hallucination rate is 4/20 = 0.20. Since 

0.20 < 0.50, the question-level label is y = 0 (correct). 



Estimate hallucination rate of a single response

o From 20 responses: if 16 are correct and 4 are not, the hallucination rate is 4/20 = 0.20. Since 

0.20 < 0.50, the question-level label is y = 0 (correct). 

o Threshold will be initially fixed at 0.5.



Hallucination rate



Embedding responses with Sentence Transformers

o Sentence Transformers output fixed-size vectors for 

efficient semantic comparisons.

o All-MiniLM was fine-tuned for general-purpose text 

retrieval.

o It translates text into dense real 384-dimensional 

mathematical vectors

o These vectors allow rapid conceptual matching using 

cosine similarity (internal product).

Ontology is the branch of philosophy concerned with the nature 

of being and existence.

All-MiniLM



Response cloud in embedding space

Ontology is the branch of philosophy concerned with ……

Ontology is a subject that…..

Ontology refers to the classification of living organisms in biology…….

Ontology is the study of what exists, dealing with questions of ……



Cloud geometry in embedding space

Pairwise
distance?

Clusters?

Dispersion?



Experiments with T-SNE Embeddings

o t-Distributed Stochastic Neighbor Embedding (t-SNE) algorithm
o Visualizing Data using t-SNE (van der Maaten & Hinton, 2008)



The cloud of a single response T-SNE projecting 10,000 answers in 2D, figure shows convex hulls of 3 questions



Coloring by field T-SNE projecting 10,000 answers in 2D, figure shows convex hulls of 3 questions



Shannon Entropy

“Expected value of information content”



For LLMs => Semantic Entropy       Nature paper, Farquhar (2024)



Embedding Geometry Features



T-SNE of three over-sampled

response clouds, for low,

medium, and high p.

o 100 samples each.

o t-SNE projection for each

convex hull



Six Unsupervised Geometric Features
Each feature aggregates N=20 response embeddings into a single scalar per question.

Name Measures

Semantic Entropy How many distinct meanings?

Cosine Dispersion Spread around the center

Dispersion Variance Asymmetric scatter

Pairwise Distance Average response separation

Cluster Count Number of distinct answers

Similarity Variance Unevenness of agreement

All features are unsupervised: they measure internal consistency of the response cloud without using 

correctness labels. No reference or known-correct answers are needed.



ML Pipeline



ML Pipeline

o 5 Datasets, 500 questions each, 2500 questions total achieve a balanced dataset

o 20 responses aggregated per question ===> 50,000 questions + responses.



The Core Intuition

Confident LLM (correct)

All 20 responses say the same thing

H_sem ≈ 0 (one cluster)

D_cos ≈ 0.02 (tight blob)

K = 1

Uncertain LLM (hallucinating)

Responses scatter across 5+ meanings

H_sem > 2.0 (high entropy)

D_cos ≈ 0.25 (dispersed cloud)

K = 5 to 7

Our Hallucination Detector: learn this pattern from 2,500 labeled examples.



Rate per domains => Domain provided by a LLM Judge



Combined Feature Distributions (2500 questions)



Statistical Validation: KS Tests (Combined, 2500 q)

Kolmogorov-Smirnov test per feature: is the distribution different for hallucinated vs correct questions?

Bonferroni correction: α_adj = 0.05 / 6 = 0.0083

Feature KS Statistic p-value Significant?

H_sem 0.5927 9.80e-202 Yes  ★★★

D_cos 0.5603 5.87e-179 Yes  ★★★

D_cos_var 0.3323 8.21e-61 Yes  ★★★

D_pair 0.5603 5.87e-179 Yes  ★★★

K 0.5792 5.17e-192 Yes  ★★★

σ²_S 0.3382 4.84e-63 Yes  ★★★

All 6 features are highly significant

H_sem and K show the strongest separation (D > 0.57), directly validating Farquhar et al. (2024).



Permutation Test and Bootstrap AUC

Permutation Test (10,000 shuffles)

H₀: mean entropy is the same for

hallucinated and correct questions.

Δ = 1.99 bits
p < 0.0001

Hallucinated questions have nearly 2 bits

higher entropy. No permutation out of 10,000 matched this gap.

Bootstrap AUC (B=2,000)

Random Forest on 6 features.

Out-of-bag AUC collected per resample.

AUC = 0.871
95% CI [0.853, 0.888]

Entire CI above 0.5: the classifier reliably outperforms 

chance. Narrow CI (width 0.035): stable across resamples.

(Both tests on the combined 2,500-question dataset)



ROC Curves: Individual Features vs Combined

Black: All 6 features (RF, AUC=0.919)

H_sem, D_cos, D_pair, K each individually achieve AUC > 

0.85.

D_cos_var and sig2_S are weaker individually (AUC ~0.65) 

but add complementary signal.

Combined 6-feature model lifts AUC to 0.92, well above 

any individual feature.



Ablation Study: Combined (5-fold CV)
Feature Variant ElasticNet Gradient Boost Logistic Reg Random Forest XGBoost

All 6 geometric 0.906 0.893 0.906 0.885 0.876

Entropy + Geometry 0.903 0.893 0.904 0.877 0.874

Entropy only (H_sem) 0.861 0.852 0.861 0.843 0.845

Geometry only 0.877 0.868 0.877 0.861 0.859

Best overall: ElasticNet Logit on All 6 features (AUC = 

0.906). This aligns with our finding that the hallucination 

signal is well-captured by logistic-based probes with 

combined L₁ + L₂ penalties. Entropy alone (0.861) already 

performs well; geometry features add +0.045.



Per-Dataset Results (80/20 Hold-out)

Dataset Best Variant Best Classifier AUC F1 @ 0.5

DefAn Geometry only Logistic Regression 0.823 0.864

HaluEval All 6 Random Forest 0.948 0.250

MMLU Geometry only ElasticNet 0.719 0.862

TriviaQA Entropy only Logistic Regression 0.922 0.810

TruthfulQA Geometry only Gradient Boosting 0.694 0.824

Combined All 6 ElasticNet 0.906 0.843

Key pattern: 

o Geometry features carry the most signal in harder datasets (DefAn, MMLU, TruthfulQA). 

o Performance improves significantly when training on the combined dataset (0.906 vs 0.69-0.82 individually).

o The aggregated dataset provides complementary information.



Feature Importance: What Drives Detection?

SHAP beeswarm analysis on the combined dataset (2,500 questions)

D_cos and H_sem together carry the majority of signal. σ²_S provides smaller but complementary information.

Red = high feature value pushes 

prediction toward hallucination.

Blue = low feature value pushes toward 

correct response



Threshold Diagnostics: Choosing Your Trade-Off

The classifier outputs 𝑝 ∈ [0,1]. Pick a threshold t to decide: flag if p ≥ t.

Threshold Precision Recall F1 Use Case

t = 0.2 0.76 0.96 0.85 Safety-critical: catch nearly everything

t = 0.5 0.87 0.84 0.85 General-purpose: balanced trade-off

t = 0.8 0.93 0.59 0.72 High-volume: flag only when very confident

In production: pick t based on the cost ratio of 

false alarms vs missed hallucinations.

✓ Medical/legal: use t=0.2 (never miss a 

hallucination). 

✓ Screening: use t=0.8 (only flag what you are 

sure about).



Some considerations

Scale consideration … So, can we use existing data instead?

At first glance, it seems difficult to test whether we can expect similar results from this, because it is difficult to systematically generate 

“semantically equivalent questions” from standard QA datasets. Luckily, the DefAn dataset comes pre-loaded with alternative variations for 

each of its questions, meaning we can use it to simulate this sampling vs. grouping discrepancy locally.

A limitation of our pipeline is that we have to repeatedly call on the LLM to generate numerous samples 

for feature extraction…

For real world applications, we would 

typically want to use much higher sampling 

rates in order to obtain more refined 

predictions on hallucination risk probability 

during training. At scale, this can become 

expensive and / or slow…

Companies own big data of the form 

(user_query, model_answer) from their LLM 

assistants. So, if we grouped user queries 

into clusters by semantic similarity, we 

could run our pipeline on the existing data 

instead of always having to generate fresh 

samples each run.



vs.(one question)          

(cluster of 

semantically 

equivalent 

questions)

(response 

cloud made 

up of many 

sample 

responses to 

the same 

question)

(response 

cloud made 

up of one 

response per 

distinct 

question in 

the cluster)

Feature correlation test
This asks: Do the features computed from sampled response clouds correlate with the same features computed instead from 

semantic-cluster response clouds? Interpretation: High correlation for a given feature -> that feature is stable whether 

computed from semantic-clusters or samples. Results: For the main features H_sem, D_cos and sig2, we get high correlations 

~0.874, ~0.872, ~0.698 respectively.

Transfer test

This asks: If we learn the mapping f : (features) -> (risk labels) using sample-generated data, does it still work for cluster-

generated data? I.e., is f(X_sample) ≈ f(X_cluster)? 

Conclusion: Hallucination risk predicted from sampled response data is similar to hallucination risk predicted from semantic 

cluster data. Thus, our pipeline is effective both ways.



Deploying in Production

1

Sample 20 Responses

Send same prompt 20x at 

T≥0.7.

Cost: ~$0.001 per question.

2

Embed Locally

all-MiniLM-L6-v2 on CPU.

Milliseconds per response.

3

Compute 6 Features

Pure NumPy. Sub-second.

No external API calls.

4

Classify

ElasticNet outputs p ∈ [0,1].

Threshold per use case.

Method Cost per 1M Questions Latency

GPT-4 Judge (full) $15,000 - $30,000 ~2s per question

GPT-4.1-nano Judge $2,000 ~0.5s per question

Our Detector $1,000 + local compute ~0.1s classify



Conclusions

1 Attention-map eigenvalues contain a measurable, transferable signature of hallucination (Part I). PCA + linear 

probes achieve strong AUROC.

2 Six unsupervised geometric features from the response cloud reliably detect hallucinations as a black-box (Part 

II). AUC = 0.91 on combined dataset.

3 Semantic spread) and fragmentation carry the majority of the signal, validating and extending Farquhar et al. 

(2024).

4 ElasticNet Logit is the best overall classifier: simple logistic probes with L1 and L2 penalties capture the 

hallucination signal cleanly.

5 The detector costs ~$0.001 per question and can replace or pre-screen expensive LLM judges, enabling scalable 

deployment in production AI systems.
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