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The Problem

LLMs Fabricate Facts

Generative Al draws from probability distributions. Randomness can produce plausible-sounding but
false statements.

Costly to Detect

Current detection requires expensive LLM judges or human review. Companies deploying millions of
queries need something much cheaper.

Agentic Al Amplifies Risk

Agentic systems make recurrent LLM calls across platforms. A single hallucination can cascade through
multi-step reasoning chains.



Hallucination Examples

o Plausible-sounding but false statements.

o Mata vs Avianca (2023) making up information
Lawyer used ChatGPT, which produced false case citations (Varghese v. China Southern Airlines)

o Monty Hall probability: Classic Monty Hall

Host knows where the car is

Older LLMs cannot distinguish
between a classical Monty Hall and
Modified Monty Hall

Your pick Host opened

If you stay

If you switch

Switching wins 2/3 of the time




Hallucination Examples

o Plausible-sounding but false statements.

o Mata vs Avianca (2023) making up information
Lawyer used ChatGPT, which produced false case citations (Varghese v. China Southern Airlines)

o Monty Hall prObablhty: Classic Monty Hall Modified Monty Hall
Host knows where the car is Host opens a random door

Older LLMs cannot distinguish — | T —

between a classical Monty Hall and 5.0 ™

goat

Modified Monty Hall

Your pick Host opened Your pick Lucky goat

If you stay

If you switch

Switching wins 2/3 of the time

If you stay

If you switch

Same odds either way




Hallucination Types

[ )
? <, User: User: 2N,
~= : Who won the Nobel prize for physics in 20017 Where was “Hattima tim tim” originated from? ﬁ

LLM response:
In 2001, William Rontgen was awarded the Nobel prize
\, in Physics?

LLM response:

It is believed that "Hattima Tim Tim" was originated
from ancient Egypt as a Pharaoh’s bird known for its
prophetic "Tim Tim" call.

Correct fact:
) { The Nobel Prize in Physics for the year 2001 was
\

4

\ J.._| awarded jointly to Eric A. Cornell, Wolfgang Ketterle,
%, and Carl E. Wieman for their achievements concerning
| Bose-Einstein condensation (BEC).

{

Correct fact: o
Most evidence points “Hattima Tim Tim” to a Bengali 5-3 ,'r w
folk rhyme with a documented presence since the 19th | * & ¥
century. -

Factual Inconsistency

Factual Fabrication

r . _‘,J User:

[,
User: L“.a.. w
771 Give me the exact date (mmj/dd/yyyy) of when Angola Which year was Republic of Tiirkiye accepted as a [T g—
™) | became a member of the UN. | member of the OIC? i
LLM response: ) L
-i Angola became a member of the UN on November 15, LL_M el
Istanbul. 7
, 1976. /
1 i |
Explanation : Explanation:

The instructions from the user demands for the date in
k' mm/dd/yyyy format. The generated format is not
%, faithful to the instructions of the prompt.

responded with the name of a city, deviating from the

\
\\ T
The context of the prompt invokes a year. The LLM [--\ "g" :)
. W
context, i =

Instructional Faithfulness

Contextual Faithfulness



Hallucination Examples

o API Hallucinations in Claude Code: agentic Al amplifies risk

Install
Phantom
Package!

Three common API hallucinations

df.read_excel_advanced("data.xlsx")

Phantom method
Pandas has no method by this name — Claude invented it.
— AttributeError the first time the line runs

Phantom argument
requests.get() has no retries kwarg — you'd configure a Session.

— TypeError: unexpected keyword argument 'retries’ Hacker

phantom
package

npm install react-form-helpers

Phantom package — the dangerous one
No such package on npm. But attackers can register the name and ship malware.
— Silent supply chain attack — no error at all, just compromised code




LL1.Ms for Math?

ABC IMPLIES THAT
RAMANUJAN'S TAU
FUNCTION MISSES ALMOST
ALL PRIMES

Date: March 31, 2026

This paper centers on the great Srinivasa Ramanujan’s
mysterious tau function, asking how often it can take prime
values. Assuming the abc conjecture, it shows that such prime
values are extraordinarily rare, missing almost all primes, while still
suggesting a sparse infinity may remain, AxiomProver
autonomously proved the main engine and autoformalized it in
Lean.

Read article

Axiom => Carina Hong @ Stanford
Scored 120/120 Putnam exam

Beats formal verification benchmarks
Build verification framework in Lean

Any domain requiring provably correct
reasoning



Our Proposal:

Build a lightweight model that cheaply flags high-risk responses,
so only flagged LLM responses get elevated to expensive judges.

——————>




Our Proposal: Two Approaches

Build a lightweight model that cheaply flags high-risk responses,
so only flagged LLM responses get elevated to expensive judges.



Our Proposal: Two Approaches

Build a lightweight model that cheaply flags high-risk responses,
so only flagged LLM responses get elevated to expensive judges.

Part I: Attention Head Spectrum

o Insights from numerical analysis of the attention
mechanism of the transformer architecture.

o Compresses thousands of spectral features into a
trainable representation.

o But we need access to model internals.

o Can only be run in open models. (5

HUGGING FACE



Our Proposal: Two Approaches

Build a lightweight model that cheaply flags high-risk responses,
so only flagged LLM responses get elevated to expensive judges.

Part I: Attention Head Spectrum

o Insights from numerical analysis of the attention
mechanism of the transformer architecture.

o Compresses thousands of spectral features into a
trainable representation.

o But we need access to model internals.

Part II: Response Cloud Geometry

@)

Multiple responses per question, embedded in a

R384

high dimensional space with sentence

embeddings

Geometric-statistical properties of cloud of
embeddings.

“Graph connectedness”.

Works as a black box: no model internals needed.

Together they cover white-box (internal access as Llama-3.2-3B) and black-box (API only) deployment.



Data Collection Pipeline

Dataset: QA
Benchmarks

Q

EDA, Feature
LLM: Llama-3.2-3B Judge: GPT-4.1-nano Extraction and
Training




Data Collection Pipeline

—> —>
QA Benchmarks Llama-3.2-3B GP1-4.1-nano LLM
Judge
N=1 (for Attentions) Correct / Incorrect / Refused
5 datasets
N=20 responses per question Per-response labels
500 questions each (Semantic)
Majority vote for g-level
DefAn, HaluEval, MMLU, T=1.0, nucleus sampling
TriviaQA, Truthful QA Probability “y” of

H100 GPU (Colab) hallucination

Final dataset: 2,500 questions x 6 features. Ratio: 417 samples per feature.

Collect Eigenvalues
Embeddings +
Features

Extract Attention Heads’
Laplacian Spectrum

all-MiniLM-L6-v2
6 geometric features

One row per question



Benchmark Datasets

DefAn Hard Definitional QA, stable domains, has paraphrases

HaluEval 500 Easy Curated pairs with context provided in prompt

MMLU 500 Hard 57-subject benchmark, verbose responses

TriviaQA 500 Medium Trivia reading comprehension, balanced classes

TruthfulQA 500 Hard Adversarial misconception questions, some refusals
Key EDA findings:

o HaluEval easiest (context in prompt).
o MMLU was hardest (>50% threshold rarely met).
o Distribution of correctness is bimodal across all datasets: the LLM either fails entirely or is entirely correct per each response cloud.

Refusals —(merged) label “hallucination”:

o Refusals were sparse and did not represent a substantially different failure mode. They are merged with incorrect for the binary
hallucination label.



QA Benchmarks:
HaluEval

Twant you actasa hallucination answe v
- generalor.. Candidate " I'want you act 48 an answer
; ; Answer #1 dtHiges s
#Hallucinated Answerft: 2 A e T
3 . #Answer 2#:
One-pass Instruction Diverse Final
& Methodl: . Hallucination Sampling HERAEE e Ansirar
Have you mastered this method? .
o | (candidate #1)
Yes, I have mastered the first method. — e 0 =t The bestanswer is Answer 1.
& Please generate hallucinated answers. .
Conversational Instruction High-quality Hallucination Filtering
'yl
¢ -~ .
& | Query max-voting

Hallucination: ¥es or No

Response m ”'j

Human Annotation

Figure 1: Creation pipeline of our benchmark, including automatic generation (top) and human annotation (bot-
tom).



QA Benchmarks: ™
DefAn

Total prompts Knowledge domains Public set Hidden benchmark Numeric-only domains Date, name, location All four types (Sports)

75,578 8 68,093 7,485 0.98 FCH 0.59 FCH 0.28 FCH

Public set Hidden benchmark

Numeric Location

Census Australia 1.00

QS Ranking

World Organizations
Nobel Prize
Conference Venue
Entertainment

0.28

Three evaluation axes — factual accuracy, prompt faithfulness, response consistency. Every non-math prompt is I - High FCH = no target of that type in the domain

paraphrased 15 times to test consistency. Target answers cover dates, numbers, names, and locations.




Q Llama-3.2-3B

o 3 billion parameter decoder-only transformer model.
o Hugging Face API exposes internal attention head activations.

o Architecture fine-tunes efficiently on single mid-tier GPUs.

o Most importantly:

o 3B parameters require ~6GB VRAM, fitting in Google Colab's 16GB GPU.



LLM Judge

Algorithm 2 Stage 2 — LLM Judge Labelling

Require: Response corpus R, gronnd-truth answers {a}}, judge LLM 7
Ensure: Response-level labels {f;;} and question-level labels {y;}
1: for each (g;,ry;) € R do

2: Construct prompt P using the template below
3: Gij + J(P) > Returns 0 (correct) or 1 (hallucinated)
4: end for

You are an expert fact-checker. Given a question and its correct answer, determine whether the
response is factually correct or hallucinated.

Question: {question}

Correct Answer: {ground truth}

Response: {response}

Output ONLY: “CORRECT” or *HALLUCINATED"

Important decisions

o Responses where the model refuses or hedges instead of answering

o Responses that are inconsistent across rephrasings of the same question (prompt misalignment).



Part 1

Hallucination Detection via
Attention Head Spectrum

Spectral features from the Transformer's internal attention matrices



Llama-3,2-3B Llama-3.2-3B — Attention Head Layout

28 transformer layers = 24 query heads, grouped into 8 KV heads (GQA, group size 3)
3 query heads share 1 KV head

AFChitectu re TRV KVa  KVs KV.  KVs  KVs  KVs KVe

Laver1 N EEE EEE EEE EEE

s | EEE EEE EEE
Layer 3 |
o Llama-3.2-3B (L=28, H=24) NEE EEE EEE
, 'S f (AT e NN EEN mmm
o Author: Created by Meta's fundamenta e | S5 EEE EEE EEE
Layer & | HEE EEE EEE
team. Laver9 | Nl NEE NEE EEE
: : e T
o Direct read access to Attention Heads oo EEE Zmm mmm
o Open Architecture: Open weights Loy 14 NN EEE NN
Layer 15 ] HEE EEE EEE
Layer 16 [ I I HEE EEE BEEm
Layer 18 [ ! HEE EEE BEEm
Layer 16 [HIHIE ]l HEE BEE NEE
Layer 2¢ [N ! HEE BEE EEN

Layer 21 | HEE EEE BEEN
Layer 22 ] HEE EEE EEE
Layer 23 | Al EEE BN
Lyer 24 S NN ENE NN
Layer 25 ] HEE EEE EEE
Layer 26 ] AN EEE EnN
Layer 27 I il NN BEE BEN
Layer 26 I [ AN EER BEN
ane query head [dim 128) Model specifications

onz sharad KV head (dim 128) lliidd‘:;' size | BDZE

ransformer layers 2

Query heads :‘:r layer 24

KV heads per layer (GQA) B

Head dimension 128

FFMN intermediate size 8192

Vocabulary 128 256

Context length 128k tokens



Attention matrix as a Graph

1. For one layer /, and head 4, and a prompt of length 7 masked attention matrix is. ..

Abh ¢ RTXT

2. a;; = how much token i attends to token j.

L J Zja.,;j =1

e a;; =0, for j > i (masked attention)

Attention map A‘¢,»

Lower triangular

3. | O(LijZU

Graph interpretation: Rows are softmax-normalized

e Nodes = the T tokens.

e For every pair j < ¢, there exist a directed edge j — 7, with weight a;;

e Column 57 ===> neighborhood who listens to token j.



Numerical Analysis of the Attention

1. Out-degree of a token

Out-degree of i = ) a,; = total attention later tokens send back to i.

2. Invariant out-degree Attention map A‘¢,"

Lower triangular

[,h
JUh) _ 2 ;"
i T

Rows are softmax-normalized

Reading: d;; is the mean attention received by token i from itself and all subsequent
tokens — a measure of how downstream-influential token i is.



Numerical Analysis of the Laplacian

1. Laplacian of the Graph

L{E,h,) - D(E,h) . A(E,h)

2. Cost effective spectrum:

Z :fu u’u'é

ANi= Ly =di—ay; = = - O
T —1 S~
N self-attention

avg external attention



Our feature extraction

1. Sort each diagonal Laplacian:

71 = sort (di&g(L(l’h)))

2. Keep top-k largest from each head (k=10).

3. Concatenate across layers and heads.

Z

-
leL,heH

(L,h)
T

I

g(lvh)

T-1>

. . » ,

Extracting Eigenvalues from Attention Heads

Laplacian Matrix (L) Eigen-Decomposition Eigenvalues (1)
Token1 ] Lvi=Av; Ai=32
Token 2 Where: A, = Eigenvalues IR tB
I"Z"j B - ) r\v' = Elgenvectors » | : R;: 0.9 ')
oken ] /

TLT213 1374 13 — =.E], Fim [E | iA=03 ¥
Lerwe - |88 B P As=0.1
L=D-A ) I Vi Importance of

) 1
D = Degree Matrix (diagonal) Attention Patterns

Attention Heads (Multi- Head) Compute Eigenvalues for Each Head

-»ﬂ" Head 1 —, ‘!E Lieats =» [An,Az,...]

)
== “ —— L
- tHead2 g ii- Lieadz => [A1A2,...] =

- \
. ‘._E'; Lhcad? R d [/\1./\2,...] i ' |
:‘ _ﬁ- Head H — » Eigenvalues (3)  Low
. f e Importance

Analyze & Visualize

& Dominant
)/ Patterns

o
gntude

. Ma



Data Architecture | | Llama-3B

LM head |

Decoder block L (multi-head attention)
Input prompt

S Generated answ
“What is the capital 1 . —— er
" “Pa[is"
of France? Decoder block 2 (muiti-head attention)

Decoder block 1 (multi-head attention)

Attention map A‘¢,» ‘ Token embedding |

1al

Highlighted blocks emit attention maps
Extracted from every layer £ and head h

Rows are softmax-normalized ;
Y
Attention map Laplacian Top-k eigenvalues
AR e RTXT ! > L=D—A > &R — sort.((liag(l,(['h)))
Lower triangular, dii = = 2, Gui
rows softmax-normalized eigvals lie on diag. Concatenate over £ h




ML Pipeline

N=1 sample

QA Dataset i Llama-3B Tij GPT-Mini —
(TriviaQA) Generator Judge
Stage 1 i
l";'j
Y

©44 : i q
[Attentinn Laplacian A ’ Aggregation }' 3 ‘ Clai‘gf?cation]

Stage 3 Stage 4




Spectral features

1. Extract

For Llama-3.2-3B (L=28, H=24), k=10 => 6720 features for each Hallucination example.
o 6720 raw spectral features before compression.
o Raw dimensionality is high and strongly correlated across heads and layers.

o Does hallucination leave a measurable signature in model internals?

2. PCA Compression

PCA reduces to 300-500 dimensions, concentrating useful variance and denoising.



Feature Engineering and PCA

1. Without compression learning is slower and less stable.

m bbb o Principal Component Analysis

2. PCA compresses high-dimensional, noisy, and correlated eigenvalue features .
into a compact representation. .

Finding the Principal Axes of Variance in the Data

First Principal ®
®  Componenc (PCT)

3. Act as both denoising and simplification, not just compression.

Original Data (3D) Transformed Data (2D) Reduced Representation

o

4. Most of the variance is concentrated in low dimensions.

Scree Plot
0.14 4 ? Data Projected onto Lower-Dimensional
Principal Companents Features

0.12 4
(=]
§ 010
a
£ 0.081 PCA makes the spectral signal more linearly separable.
s q The variance plot suggests hallucination signal is low-
= - . . .
o 0.06 dimensional after transformation.
S
@ 0.04

0.02

0.00 - X € R™6720 ummm > X € R"*x384

0 50 100 150 200 250 300 350 400 Bl

Principal Component

nx6720 =384



Diagnostics and Statistical Validation

. V2 — M Wh | h Pool
Mann-Whitney p-value Heatmap: S hoade with b 608 S go i Po0led

L Io

* The pooled dataset has the highest
share of heads with “p<0.05”

- 200

* This means spectral differences
between correct and hallucinated
responses are most consistently
detectable when datasets are
combined.

6 15 B B 2

Layer

113 1Nz 11 o B I8 7

20 119 118 117 116 15 114




Diagnostics and Statistical Validation

Eigenvalue Distribution by Label

o For each rank (up to 5), plots Laplacian eigenvalue distributions
by label: correct vs. hallucinated.

o In the figure, the strongest separation appears at low ranks,
showing that leading eigenvalues already carry label signal.

o Hallucinated samples show broader and heavier-tailed
distributions, consistent with more diffuse attention flow.

Density

Density

g B

Density

W1 — Eigenvalue Distribution by Label (pooled over datasets, layers, heads)

Rank k=1 _|__ Cohen's d = 0.008

sicval

| = correct
I| | hallucinated
|
|| A
I — T T
0.0 0.1 0.z 0.3 0.4 05 ne
eigval
Rank k=2 | Cohen'sd=0.003
|
ll.
||'.
&
—0.4 0.2 0.0 0.2 0.4
wigval
Rank k=3 | Cohen'sd = 0.001
I
} I\\
—0.B —0.4 —0.2 0.0 o2
elgval
Rank k=4 | Cohen'sd=0.000
|
|
3
0.6 0.4 —02 oo oz
algyal
Rank k=5 | Ceohen'sd=0.000
|
4
\
N
-0.8 —0.4 -0.2 0.0 0.2




Results

The best performing dataset is the combined TriviaQA and
Training Pipeline: Standardize => PCA => Binary Classifier MMLU dataset.
The top-performing model is Logistic Regression; Linear

Baseline: Logistic Regression SVM s very close.

Comparisons: Linear SVM, Random Forest, AdaBoost, SGDClassifier Tree ensembles underperform, suggesting that after PCA

the signal becomes largely linearly separable, i.e. it is well

described by a simple weighted sym.
Logistic Regression AUROC Across Datasets

Madel Comparison by Test AUROC on TriviaQA+MMLL Dataset
TriviaQA+MMLU 0.752
Logistic Regression 0.742
MMLU
HaluEval
TriviaQA
SGOCIassifer
NQ_Open
0.66 u,'sa o I?U 0.;‘2 EI.‘?& 0.76
Test AURCC
T T T T T T T -
0.600 0.625 0.650 0.675 0.700 0.725 0.750 0.775

Test AUROC



V3 — Layer-wise AURQC Profile

0.700 1
0.675 / \

0,650 \ 4 7\ P i i A

Test AUROC
o
o
)
w

0.600 A

0.575

0.550 1
=@~ halueval per-layer =@~ triviaga per-layer
~@= mmiu per-layer

T T T T T T T
0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Layer index

Trains separate probe on each individual layer and compares it with the all-layer model. This reveals
whether the signal is concentrated in a few layers or distributed across the network. The expected pattern is
that deeper layers perform better, but the all-layer model still wins overall.



Attention Spectrum: Key Results

0.752 p <0.01 80.2%

AUROC Bootstrap Test Layer-Head Blocks
Logistic Reg + PCA Hallucinated samples have with significant signal
(TriviaQA+MMLU) higher leading eigenvalue (p <0.05, Mann-Whitney)

Cross-dataset generalization: training on MMLU+TriviaQA transfers well to NQ-Open. TruthfulQA is an outlier (adversarial
phrasing). Deeper layers carry stronger signal, but all-layer model wins overall.

Limitation: Requires access to Transformer internals at runtime. Not available through standard APIs (OpenAl, Anthropic). This
motivates Part II.

Key finding: combined TriviaQA + MMLU yields the best AUROC. Linear methods outperform tree ensembles.



Response Cloud Geometry
and Semantic Entropy

Black-box hallucination detection from the distribution of sampled responses



Estimate hallucination rate by over-sampling

Question from DefAn: ""What is the definition of ontology?“

n LLM Response (Llama-3.2-3B, T=1.0)

1  Ontologyis the branch of philosophy concerned with the nature of Correct
being and existence.

2 Ontology is the study of what exists, dealing with questions of being  Correct

and reality.
3 Ontology refers to the classification of living organisms in biology. Incorrect
4  Ontology is a branch of metaphysics exploring the nature of Correct
existence.

... (16 more responses sampled at temperature 1.0) ...

From 20 responses: if 16 are correct and 4 are not, the hallucination rate is 4/20 = 0.20. Since
0.20 < 0.50, the question-level label is y = 0 (correct).



Estimate hallucination rate of a single response

o From 20 responses: if 16 are correct and 4 are not, the hallucination rate 1s 4/20 = 0.20. Since
0.20 < 0.50, the question-level label is y = 0 (correct).

o Threshold will be initially fixed at 0.5.

Algorithm 2 Stage 2 — LLM Judge Labelling
Require: Response corpus R, ground-truth answers {a}}, judge LLM 7
Ensure: Response-level labels {f;;} and question-level labels {y;}
I: for each (g;,r;;) € R do
2 Construct prompt P using the template below
3 Ui +— J(P) > Returns 0 (correct) or 1 (hallueinated)
4

- end for

&

for each question g; do > Aggregate to question-level label
Pi % Z;':l Wij > Hallucination rate for this question
y; + 1[p; > 0.5] > Majority vote

end for

return {g;}, {u:}

=]

=1

T o>



Hallucination rate

p_hat

o I—{ODDOODOOODOD{}OOD o

0.4
0.2
g0y — —t— o —
T T T T
defan halueval mmiu triviaga truthfulga

dataset




Embedding responses with Sentence Transformers
All-MiniLM 1

Ontology is the branch of philosophy concerned with the nature
of being and existence. y . >

o Sentence Transformers output fixed-size vectors for

efficient semantic comparisons. ALL-MINILM: HOW IT WORKS
o All-MiniLM was fine-tuned for general-purpose text *GivoneD
retrieval. SENTENCE: "

“Al is changing the world."

Single-input All-miniLM:

o It translates text into dense real 384-dimensional
mathematical vectors oo Ao

Fine-tuned for
Text Retrieval

Meaning A

o These vectors allow rapid conceptual matching using
cosine similarity (internal product).



Response cloud in embedding space
O

Ontology is the branch of philosophy concerned with ......

Ontology is the study of what exists, dealing with questions of ......

[

Ontology is a subject that.....

Ontology refers to the classification of living organisms in biology.......



Cloud geometry in embedding space

[]
I:I <
Clusters?
Pairwise Dispersion?
distance?



Experiments with T-SNE Embeddings

o t-Distributed Stochastic Neighbor Embedding (t-SNE) algorithm
o Visualizing Data using t-SNE (van der Maaten & Hinton, 2008)

Algorithm 1 Phase 1 — Global Embedding and t-SNE

Require: Response corpus R (500 x 20 strings), sentence transformer ¢
Ensure: Embedding matrix E € R0:000x38 97 ¢oordinates Z € R10:000%2

% Embed responses only (not the question text)
: Flatten R into a list of 10,000 strings
: E < ¢(all responses)
3: Normalise each row of E to unit length

b =

% Fit t-SNE on the full corpus
: Z < t-SNE(E, perplexity = 30, metric = cosine, seed = 42)

—




The cloud of a single response

Global t-SNE Projection Hallucination Geometry

According to the quan theory of none..
domain: Social Sciences halluc: 19720 (50%)

pita 1is a type of what?
N | N=20 | halluc: 3/20 (15%)

SNE)

domain: STEF

(-5

-

¥
which of the rollowing best describes Lo.. |

o domain: Law, Business, and Miscellancous N-20 halluc: 19/20 (95%) |

N
w
=
T
E
|~
5]
-~

Point type . Selected questions
Background (N = 10,000} 1; STEM
Correct (y mean = 9) Social Sciences
Hallucinated (y_mean = 1) Law, Business, and Miscellaneous

75 J 9 75 lee

Coordinate Z; (L-SNE)




Coloring by field

Projection Structured by Domain for the MMLU Benchmark (R**!-R?)

-SNE)

{

- %
af .I\ -
o N he e
& . Social Sciences -

+ > —
YLaw, Business, and Miscellaneous ™.y . . Nedicine & Health
T |

”
- .
X.

Z

<

Coordinate Z

"
*T -
LY o

Domain Categories
(N=3,038)
(N=1,448)
L Sciencas (N=2,940)
ine & Health (N=1,180)
Law, Business, and Miscellancous (MN=1,440)

i '
75 58 ] 0

Coordinate Z,




Shannon Entropy

X € {x1,x9,...,x3} discrete random variable ~ p(x)

Shannon entropy of X

01000101 01010101 01000100
7

“Expected value of information content”

THE FATHER OF INFORMATION THEORY!




For LLMs => Semantic Entropy Nature paper, Farquhar (2024)

Features computed from N = 20 response embeddings {e; }évzl
e; € R34, with |le;]| =1

K

Hsem = — Zpk logs pr, P = 7
k=1

Extreme cases

Confident model: Hgem, = 0 means all responses say the same thing (confident)

Uncertain model: Hgen, =~ logy K responses are uniformly scattered across K meanings



Embedding Geometry Features

Mean Centroid Cosine Distance Dgqg Cluster Count

| N - : K = number of agglomerative clusters

Dys = — (l—cos(e-, —)) e=—>Y% e

N j=1 : llell N ; : distinct semantic meanings in response set

Variance of Centroid Distance Deos var Pairwise Similarity Variance 0%
~ -. é 2
Dcos,var = Varj|1 — cos| ey, ﬁ og = Var{/ ik 1) < k}, Sjk = cos(ey, ey)
Variance of all (2’) pairwise cosine similarities
Mean Pairwise Cosine Distance D,
1
Dpair = SRR Z (l - Sjk) ) Sjk = ('303(03'1 QA')
(2) i<k

Captures spread between responses directly



T-SNE of three over-sampled
response clouds, for low,
medium, and high p.

o 100 samples each.
o t-SNE projection for each
convex hull




Six Unsupervised Geometric Features

Each feature aggregates N=20 response embeddings into a single scalar per question.

Semantic Entropy How many distinct meanings?
Cosine Dispersion Spread around the center
Dispersion Variance Asymmetric scatter

Pairwise Distance Average response separation
Cluster Count Number of distinct answers
Similarity Variance Unevenness of agreement

All features are unsupervised: they measure internal consistency of the response cloud without using
correctness labels. No reference or known-correct answers are needed.



ML Pipeline

N=20 samples

[QA Dataset | @ ( Llama3B | " ,{ (2 S M } Stage 2

(TriviaQA) J | Generator | Judge
Stage 1
Tij Uis
Y
Sentence W Cij Agoregation 1 EDA +
Transfarmerj x; € RS J Classification

Stage 3 Stage 4



ML Pipeline

N=20) -*:4.'.'i_,':'.".f 5
QA Dataset 1 di ( Llama-3B | Tij GPT-Mini
o > > Stage 2
(TriviaQA) J L Generator J Judge
Stage 1
Tij ?}!j
Y
Sentence W Cij 4 Agoregation } | EDA +
Transformer | x; € RS J Classification
Stage 3 Stage 4

o 5 Datasets, 500 questions each, 2500 questions total achieve a balanced dataset
o 20 responses aggregated per question ===> 50,000 questions + responses.



The Core Intuition

Confident LLLM (correct) Uncertain LLM (hallucinating)
All 20 responses say the same thing Responses scatter across 5+ meanings

H sem = 0 (one cluster) H sem > 2.0 (high entropy)

D cos = 0.02 (tight blob) D cos = 0.25 (dispersed cloud)

K=1 K=5t07

Our Hallucination Detector: learn this pattern from 2,500 labeled examples.




Rate per domains => Domain provided by a LLM Judge

DEFAN: Hallucination Rate by Domain
Hallucination Rate by Domain

STEM
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Medicine & Heaith

Humanities (n=193)

c
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' 3
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]
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1
1
STEM (n=137
t ) sports
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Mean Hallucination Rate {%): refusais counted as hallucinations

Rate Distribution (violin)

0.25 0.50 0.75 1.00 1.25 1.50
Per-Question Hallucination Rate



Combined Feature Distributions (2500 questions)
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Statistical Validation: KS Tests (Combined, 2500 q)

Kolmogorov-Smirnov test per feature: is the distribution different for hallucinated vs correct questions?
Bonferroni correction: a._adj =0.05/6 = 0.0083

H_sem 0.5927 9.80e-202 Yes Jkk
D_cos 0.5603 5.87e-179 Yes Jkk
D_cos_var 0.3323 8.21e-61 Yes Jkk
D_pair 0.5603 5.87e-179 Yes %k
K 0.5792 5.17e-192 Yes %k
0% S 0.3382 4.84e-63 Yes %k

All 6 features are highly significant

H_sem and K show the strongest separation (D > 0.57), directly validating Farquhar et al. (2024).



(Both tests on the combined 2,500-question dataset)

Permutation Test and Bootstrap AUC

Permutation Test (10,000 shuffles) Bootstrap AUC (B=2,000)
Ho: mean entropy is the same for Random Forest on 6 features.
hallucinated and correct questions. Out-of-bag AUC collected per resample.

A =1.99 bits AUC =0.871
p < 0.0001 95% CI [0.853, 0.888]

Entire CI above 0.5: the classifier reliably outperforms

Hallucinated questions have nearly 2 bits chance. Narrow CI (width 0.035): stable across resamples.

higher entropy. No permutation out of 10,000 matched this gap.

COMBINED: Bootstrap AUC Distribution
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ROC Curves: Individual Features vs Combined

1.0

08

True Positive Rate
o
=]

=4
e

0.2

0.0

COMBINED ROC (Individual Features vs Combined)

0.2

0.4

0.6
Faise Positive Rate

—— H_sem (AUC=0.858)
—— D_cos (AUC=0,852)

0 _cas var (AUC=D.663|
D_pair (AUC=0,853)

— K (AUC=0.855)

sig2_5 (AUC=0.650)

— Al G: RF (AUC=0.919)

0.8

10

Black: All 6 features (RF, AUC=0.919)

H sem, D cos, D pair, K each individually achieve AUC >
0.85.

D cos var and sig2 S are weaker individually (AUC ~0.65)
but add complementary signal.

Combined 6-feature model lifts AUC to 0.92, well above
any individual feature.



Ablation Study: Combined (5-fold CV)
 Feature Variant ________ ElasticNet ___ Graient Boost __ LogisticReg | Random Forest _| XGBoost _____

All 6 geometric 0.906
Entropy + Geometry 0.903
Entropy only (H_sem) 0.861
Geometry only 0.877

Best overall: ElasticNet Logit on All 6 features (AUC =
0.906). This aligns with our finding that the hallucination
signal is well-captured by logistic-based probes with
combined L: + Lz penalties. Entropy alone (0.861) already

performs well; geometry features add +0.045.

0.893
0.893
0.852
0.868

0.906
0.904
0.861
0.877

Logistic Regression

1
Fatsa Pos

Gradient Boosting

0.885
0.877
0.843
0.861

COMBINED: Ablation ROC Curves

ElasticNet Logit

0.876
0.874
0.845
0.859

Random Forest

e
/i

"

-

—



Per-Dataset Results (80/20 Hold-out)

DefAn Geometry only Logistic Regression 0.823 0.864

HaluEval All 6 Random Forest 0.948 0.250

MMLU Geometry only ElasticNet 0.719 0.862

TriviaQA Entropy only Logistic Regression 0.922 0.810

TruthfulQA Geometry only Gradient Boosting 0.694 0.824

Combined All6 ElasticNet 0.906 0.843
Key pattern:

o Geometry features carry the most signal in harder datasets (DefAn, MMLU, TruthfulQA).
o Performance improves significantly when training on the combined dataset (0.906 vs 0.69-0.82 individually).

o The aggregated dataset provides complementary information.



Feature Importance: What Drives Detection?

SHAP beeswarm analysis on the combined dataset (2,500 questions)

COMBINED: SHAP Beeswarm

High Red = high feature value pushes
prediction toward hallucination.
D_cos e R
H sem -.-M-———- . Blue = low feature value pushes toward
- correct response
7]
D_pair .l.. .“*—‘——-— 5
- =
g
=3
Sigz_s 4 PHE 5o b INESWED w - "r—ﬁ‘
&
D_cos_var e "W .
K *
Low

20 -15 -1.0 -05 0.0 0.5 1.0 15 2.0
SHAP value (impact on model output)

D _cos and H_sem together carry the majority of signal. 6> S provides smaller but complementary information.



Threshold Diagnostics: Choosing Your Trade-Off

The classifier outputs p € [0,1]. Pick a threshold t to decide: flag if p > t.

=
=

=

0.2 0.76 0.96 0.85
0.5 0.87 0.84 0.85
0.8 0.93 0.59 0.72

In production: pick t based on the cost ratio of
false alarms vs missed hallucinations.

v

Medical/legal: use t=0.2 (never miss a
hallucination).

Screening: use t=0.8 (only flag what you are
sure about).

Metric value

Safety-critical: catch nearly everything
General-purpose: balanced trade-off

High-volume: flag only when very confident

Combined (hold-out): Threshold Diagnostics

1.0 —8— Precision
i —&— Recall

—e— Fl1

—&— Specificity

0.8

0.6

0.4

0.2

0.0
0.0 0.2 0.4 0.6 0.8 1.0

Decision threshold



Some considerations

A limitation of our pipeline is that we have to repeatedly call on the LLM to generate numerous samples
for feature extraction...

Scale consideration ... 50, can we use existing data instead?

Companies own big data of the form
(user_query, model answer) from their LLM
assistants. So, if we grouped user queries
into clusters by semantic similarity, we
could run our pipeline on the existing data
instead of always having to generate fresh
samples each run.

For real world applications, we would
typically want to use much higher sampling
rates in order to obtain more refined
predictions on hallucination risk probability
during training. At scale, this can become
expensive and / or slow...

At first glance, it seems difficult to test whether we can expect similar results from this, because it is difficult to systematically generate
“semantically equivalent questions” from standard QA datasets. Luckily, the DefAn dataset comes pre-loaded with alternative variations for
each of its questions, meaning we can use it to simulate this sampling vs. grouping discrepancy locally.



(response

(response

cloud made (cluster of CL(;ug fIgi(ie
. up of many semantically
(One questlon) - sample v S equivalent I'eS(I;)i(;Itliilecf)er
responses to i questions) Lestion in
the same q

the cluster)

question)

Feature correlation test
This asks: Do the features computed from sampled response clouds correlate with the same features computed instead from
semantic-cluster response clouds? Interpretation: High correlation for a given feature -> that feature is stable whether

computed from semantic-clusters or samples. Results: For the main features H sem, D _cos and sig2, we get high correlations
~0.874, ~0.872, ~0.698 respectively.

Transfer test
This asks: If we learn the mapping f: (features) -> (risk labels) using sample-generated data, does it still work for cluster-

generated data? L.e., is f{X_sample) = f(X_cluster)?

Conclusion: Hallucination risk predicted from sampled response data is similar to hallucination risk predicted from semantic
cluster data. Thus, our pipeline is effective both ways.




Deploying in Production

Sample 20 Responses Embed Locally Compute 6 Features Classify
Send same prompt 20x at . .
T>0.7 all-MiniLM-L6-v2 on CPU. Pure NumPy. Sub-second. ElasticNet outputs p € [0,1].
o Milliseconds per response. No external API calls. Threshold per use case.

Cost: ~$0.001 per question.

GPT-4 Judge (full) $15,000 - $30,000 ~2s per question

GPT-4.1-nano Judge $2,000 ~0.5s per question

Our Detector $1,000 + local compute ~0.1s classify



Conclusions

| Attention-map eigenvalues contain a measurable, transferable signature of hallucination (Part I). PCA + linear
probes achieve strong AUROC.

2 Six unsupervised geometric features from the response cloud reliably detect hallucinations as a black-box (Part
IT). AUC = 0.91 on combined dataset.

3 Semantic spread) and fragmentation carry the majority of the signal, validating and extending Farquhar et al.
(2024).

4 ElasticNet Logit is the best overall classifier: simple logistic probes with L1 and L2 penalties capture the
hallucination signal cleanly.

5 The detector costs ~$0.001 per question and can replace or pre-screen expensive LLM judges, enabling scalable
deployment in production Al systems.
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